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Primary Health Care, Inc.

NOTICE OF
PRIVACY PRACTICES




This notice describes how medical
information about you may be used and
disclosed and how you can get access to
this information.

Please Review It Carefully.

During your care and treatment with Primary
Health Care, Inc. (“PHC”), providers, nurses and
other caregivers may gather information about
your medical history and your current health.
This notice explains how that information may be
used and shared with others. It also explains your
privacy rights regarding this kind of information.
The terms of this notice apply to health informa-
tion created or received by Primary Health Care,
Inc. We are required by law to: 1) make sure that
medical information that identifies you is kept
private; 2) give you this notice of our legal duties
and privacy practices with respect to medical in-
formation about you; 3) follow the terms of the
notice that is currently in effect; and, 4) notify
you in the event there is a breach of any unse-
cured protected health information about you.

Your medical information may be
used and disclosed for the following
purposes:

TREATMENT

We may use your information to provide, coor-
dinate and manage your care and treatment. For
example, a PHC provider may share your medical
information with an-other health care provider
for a consultation or a referral.

PAYMENT:

We may use and disclose medication information
about you so that the treatment and services
you receive may be billed to, and payment may
be collected from, you, an insurance company or
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other third party. For example, we may need to
give your health plan information about treat-
ment you received at PHC so your health plan will
pay us or reimburse you for the treatment. We
may also tell your health plan about a treatment
you are going to receive to obtain prior approval
or to determine whether your plan will cover the
treatment. We may disclose information about
you for purposes of an independent review of a
denial of a claim based on lack of medical neces-
sity.

HEALTH CARE OPERATIONS:

We may use and disclose medical information
about you for PHC’s health care operations.
Health care operations are the uses and disclo-
sures of information that are necessary to run
PHC and to make sure that all of our patients
receive quality care. For example, we may use
medical information to review our treatment and
services, and to evaluate the performance of our
staff and providers in caring for you.

APPOINTMENT REMINDERS AND OTHER
HEALTH INFORMATION:

We may use your medical information to send
you reminders about future appointments. We
may also send you refill reminders or other com-
munications about your current medications. We
may contact you with information about new or
alternative treatments or other health care ser-
vices or for purposes of care coordination.

FUNDRAISING:

We may contact you by writing, phone or other
means as part of a fundraising effort for the pur-
pose of raising money PHC clinics and programs.
You will have the right to opt out of receiving
such communications with each solicitation.
Please note that we will promptly process your
request to be removed from our fundraising list,
and we will honor your request unless we have
already sent a communication prior to receiving
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notice of your election opt out. We may disclose
health information about you to a business as-
sociate or foundation related to PHC so that the
foundation may contact you in raising money for
PHC. We will only release contact information,
such as your name, address and phone number
and the dates your received treatment or ser-
vices from us. Alternatively, you may notify The
Privacy Contact at 515-248-1445 to opt-out of
fundraising communications.

TO PEOPLE ASSISTING IN YOUR CARE:
PHC will only disclose medical information to
those taking care of you, helping you to pay your
bills or other close family members or friends if
these people need to know this information to
help you, and then only to the extent permitted
by law. We may, for example, provide limited
medical information to allow a family member
to pick up a prescription for you. If you are able
to make your own health care decisions, PHC will
ask your permission before using your medical
information for these purposes. If you are unable
to make health care decisions, PHC will disclose
relevant medical information to family members
or other responsible people if we feel it is in your
best interest to do so, including an emergency
situation.

RESEARCH:

Federal law permits PHC to use and dis—-close
medical information about you for research pur-
poses, either with your specific written autho-
rization or when the study has been reviewed
for privacy protection by an Institutional Review
Board or Privacy Board before the research be-
gins.

In some cases, researchers may be permitted to
use information in a limited way to determine
whether the study or potential participants are
appropriate.
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AS REQUIRED BY LAW:

We disclose medical information about you when
we are required to do so by federal, state or local
law.

TO AVERT A SERIOUS THREAT TO HEALTH
OR SAFETY:

We may use and disclose medical information
about you when necessary to prevent serious
threat to your health and safety or the health
and safety of the public or another person. Any
dis—~closure must be only to someone able to help
prevent the threat.

With regard to HIV/AIDS related information, we
may release information to the Department of
Public Health any relevant information provided
by an HIV-positive person regarding any person
with whom the HIV-positive person has had sex-
ual relations or shared drug injecting equipment.
We may also reveal the identity of a person who
has tested positive for HIV to the extent necessary
to protect a third party from the direct threat of
transmission. In the event the person who tests
positive for HIV is a convicted or alleged sexual
assault offender, we are re-quired under lowa
law to disclose the test results of the convicted or
alleged offender and to the victim counselor or
other person designated by the victim, who shall
disclose the results to the victim.

We may notify a care provider who may have
been exposed to a disease or may be at risk for
contracting or spreading a disease or condition
(notification will not include the name of the in-
dividual tested for the contagious or infectious
disease unless the individual consents).

We may report to the lowa Department of Trans-
portation in-formation about patients with phys-
ical or mental impairments that would interfere
with their ability to safely operate a motor vehi-
cle.
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ABUSE, NEGLECT OR DOMESTIC
VIOLENCE:

We may notify the appropriate government au-
thority if we believe an individual has been the
victim of abuse, neglect or domestic violence.
Unless such disclosure is required by law (for ex-
ample, to report a particular type of injury), we
will only make this disclosure if you agree or in
other limited circumstances when such disclo-
sure is authorized by law.

TO BUSINESS ASSOCIATES:

Some services are provided by or to PHC through
contracts with business associates. Examples in-
clude PHC’s attorneys, consultants, and accred-
itation organizations. We may disclose informa-
tion about you to our business associate so that
they can perform the job we have contracted
with them to do. To protect the information that
is disclosed, each business associate is required
to sign an agreement to appropriately safeguard
the information and not to re-disclose the infor-
mation unless permitted by law.

Your medial information may be
released in the following special
situations:

DECEASED INDIVIDUALS:

Following your death, we may disclose health in-
formation to a coroner or to a medical examiner
as necessary for them to carry out their duties
and to funeral directors as authorized by law. In
addition, following your death, we may disclose
health information to a personal representative
(for example, executor of your estate), and un-
less you have expressed a contrary preference,
we may also release your health information to
a family member or other person who acted as a
personal representative or was involved in your
care or payment for care before your death, if the
health information is relevant to such person’s in-
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volvement in your care or payment for care. We
are required to apply safe-guards to protect your
health information for 50 years following your
death.

ORGAN, EYE AND TISSUE DONATION:

We may release your medical information to or-
ganizations that handle organ procurement, eye
or tissue transplantation, or to an organ donation
bank, as necessary to facilitate organ or tissue
donation and transplantation. The information
that PHC may disclose is limited to the informa-
tion necessary to make a transplant possible.

MILITARY AND VETERANS:

If you are a member of the armed forces, we will
release medical information about you as re-
quested by military command authorities if we
are required to do so by law, or when we have
your written consent. We may also release med-
ical information about foreign military personnel
to the appropriate foreign military authority as
required by law or with written consent.

WORKERS’ COMPENSATION:

We may release medical information about you
for workers’ compensation or similar programs.
These programs provide benefits for work-relat-
ed injuries or illness.

PUBLIC HEALTH:

We may disclose medical information to public
health authorities about you for public health
activities. These disclosures generally include the
following:

e Preventing or controlling disease, injury or
disability;

e Reporting births and deaths;

e Reporting child abuse or neglect, or abuse
of a vulnerable adult;

e Reporting reactions to medications or prob-
lems with products;
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e Notifying people of recalls of products they
may be using;

e Notifying a person who may have been
exposed to a disease or may be at risk for
contracting or spreading a disease or con-
dition; or

e Reporting to the FDA as permitted or re-
quired by law.

HEALTH OVERSIGHT ACTIVITIES:

PHC may disclose medical information to a health
oversight agency for health oversight activities
that are authorized by law. These oversight activ-
ities include, for example, government audits, in-
vestigations, inspections and licensure activities.
These activities are necessary for the government
to monitor the health care system, government
programs and compliance with civil rights laws.

LAWSUITS AND DISPUTES:

We may disclose medical information about you
in response to a valid court order or administra-
tive order. We may also dis—-close your medical
information in response to certain types of sub-
poenas, discovery requests or other lawful pro-
cess. We may disclose information in the context
of civil litigation where you have put your condi-
tion at issue in the litigation.

LAW ENFORCEMENT:

We may release medical information if asked to
do so by a law enforcement official in repose to
a valid court order, grand jury subpoena, or war-
rant or with your written consent. In addition, we
are required to report certain types of wounds,
such as gunshot wounds and some burns. In
most cases, reports will include only the fact of
injury, and any additional disclosures would re-
quire your consent or a court order.

We may also release information to law enforce-
ment that is not a part of the health record (in
other words, non-medical information) for the
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following reasons:

e To identify or locate a suspect, fugitive, ma-
terial witness or missing person;

e If you are the victim of a crime, if, under
certain limited circumstances, we are un-
able to obtain your agreement;

e About a death we believe may be the result
of criminal conduct;

e About criminal conduct at our facilities;
and,

e In emergency circumstances to report a
crime; the location of the crime or victims;
or the identity, description or location of
the person who committed the crime.

NATIONAL SECURITY AND INTELLIGENCE
ACTIVITIES:

We will release medical information about you
to authorized federal officials for intelligence,
counter-intelligence and other national security
activities only as required by law or with your
written consent.

PROTECTIVE SERVICES FOR THE
PRESIDENT AND OTHERS:

We will disclose medical information about you
to authorized federal officials so they may pro-
vide protection to the President, other autho-
rized persons or foreign heads of state, or con-
duct special investigations only as required by
law with you written consent.

INMATES:

If you are an inmate of a correctional institution
or under the custody of a law enforcement offi-
cial, we will release medical information about
you to the correctional institution or law enforce-
ment official only as permitted by law.

ELECTRONIC EXCHANGE:
Primary Health Care, Inc. is part of an organized
health care arrangement including participants
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in OCHIN. A current list of OCHIN participants is
available at www.ochin.org as a business associ-
ate of PHC. OCHIN supplies information technol-
ogy and related services PHC and other OCHIN
participants. OCHIN also engages in quality as-
sessment and improvement activities on behalf
of its participants. For example, OCHIN coordi-
nates clinical review activities on behalf of par-
ticipating organizations to establish best practice
standards and assess clinical benefits that may
be derived from the use of electronic health re-
cord systems. OCHIN also helps participants work
collaboratively to improve the management of
internal and external patient referrals.

Your personal health information may be shared
by PHC with other OCHIN participants or a health
information exchange only when necessary for
medical treatment or for the health care opera-
tions purposes of the organized health care ar-
rangement. Health care operation can include,
among other things, geocoding your residence
location to improve the clinical benefits you re-
ceive.

The personal health information may include
past, present and future medical information as
well as information outlined in the Privacy Rules.
The information, to the extent disclosed, will be
disclosed consistent with the Privacy Rules or any
other applicable law as amended from time to
time. You have the right to change your mind and
withdraw this consent, however, the information
may have already been provided as allowed by
you. This consent will remain in effect until re-
voked by you in writing. If requested, you will be
provided a list of entities to which your informa-
tion has been disclosed.

You have the following right regarding
your medical information we maintain
about you:
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RIGHT TO INSPECT A COPY:

You have the right to inspect and receive a copy
of your medical information that is used to make
decisions about your care. Usually, this include
medical and billing records maintained by PHC.

If you wish to inspect and copy medical informa-
tion, you must submit your request in writing. If
you request a copy of the information, we may
charge a reasonable fee for the costs of printing,
mailing or other supplies associated with your re-
quest, to the extent permitted by state and fed-
eral law. Since we maintain your health informa-
tion electronically, you have the right to receive
a copy of your health information in electronic
for-mat upon your request. You may also direct
us to transmit your health information (whether
in hard copy or electronic form) directly to an en-
tity or person clearly and specifically designated
by you in writing.

We may deny your request to inspect and copy
your information in certain very limited circum-
stances. For example, we may deny access if
your provider believes it will be harmful to your
health, or could cause a threat to others. Or, oth-
er laws may limit your access to specific medical
records. In these cases, we may supply the in-
formation to a third party who may release the
information to you. If you are denied access to
medical information, you may request that the
denial be reviewed. Another licensed health care
professional chosen by PHC will review your re-
quest and the denial. The person conducting the
review will not be the person who denied your
request. We will comply with the outcome of the
review.

RIGHT TO REQUEST AMENDMENT:

If you believe that medical information we have
about you is incorrect or incomplete, you have
the right to ask use to change the information.
You have the right to request an amendment for
as long as the information is kept by or for PHC.
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To request a change to your information, your
request must be made in writing. In addition,
you must provide a reason that sup-ports your
request. We have a form available for such a re-
quest. PHC may deny your request for an amend-
ment if it is not in writing or does not include a
reason to support the request. In addition, we
may deny your request if you ask us to amend
information that:

e Was not created by PHC;

e Is not part of the medical information kept
by or for PHC;

e s not part of the information which you
would be permitted to inspect and copy; or

e Is accurate and complete.

RIGHT TO AN ACCOUNTING OF
DISCLOSURES:

You have the right to request an “accounting of
disclosures.” This is a list of the disclosures we
made of medical information about you. The list
will not include disclosures for treatment, pay-
ment and health care operations; disclosures
that you have authorized or that have been made
to you; disclosures for facility directories; disclo-
sures for national security or intelligence purpos-
es; disclosures for correctional institutions or law
enforcement with custody of you; disclosures
that took place before April 14, 2003; and certain
other disclosures.

To request this list of disclosures, you must sub-
mit your request in writing. Your request must
state a time period for which you would like the
accounting. The accounting period may not go
back further than six years from the date of the
request, and it may not include dates before April
14, 2003. You may receive one free accounting
in any 12-month period. We will charge you for
additional request. We have a form available for
such a request.
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RIGHT TO REQUEST RESTRICTIONS:

You have the right to request a restriction of lim-
itation on the medical information we use or dis-
close about you. If you pay out-of-pocket in full
for an item or service, then you may request that
we not disclose information pertaining solely to
such item or service to your health plan for pur-
poses of payment or health care operations. We
are required to agree with such a request, unless
you request a restriction on the information we
disclose to a health maintenance organization
(“HMQ”) and the law prohibits us from accept-
ing payment from your about the cost-sharing
amount for the item or service that is the subject
of the requested restriction. However, we are not
required to agree to any other request. If we do
agree, we will comply with your request unless
the information is needed to provide you emer-
gency treatment or you request that we remove
the restriction.

To request restriction, you must make your re-
quest in writing. In your request must tell us (1)
what information you want to limit; (2) wheth-
er you want to limit our use, disclosure or both;
and (3) to whom, you want the limits to apply,
for example, if you want to prohibit disclosures
to your spouse. We have a form available for such
a request.

RIGHT TO REQUEST CONFIDENTIAL
COMMUNICATIONS:

You have the right to request that we communi-
cate with you about medical matters in a certain
way or at a certain location. For example, you can
ask that we contact you only at work or only by
mail.

You will be requested to provide us information
regarding how we may contact you and where
we may leave messages for you. To request more
specific or limited confidential communications,
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you must make your request in writing. We will
not ask you the reason for your request. We will
accommodate all reasonable requests. Your re-
quest must specify how or where you wish to be
contacted, and we may require you to provide
information about how payment will be handled.

RIGHT TO A PAPER COPY OF THIS
NOTICE:

You have the right to receive a paper copy of this
notice. You may ask use to give you a copy of this
notice at any time. This notice is on our website,
www.phciowa.org.

CHANGES TO THIS NOTICE

The effective date of this notice is April 14, 2003,
and it has been updated effective as indicated
below. We reserve the right to make the
revised or changed notice effective for medical
information we already have about you, as well
as any information we receive in the future.

If the terms of this notice are substantially
changed, PHC will provide you with a revised
notice upon request, and we will post the
revised notice on our website and in the PHC
offices and clinics.

NOTICES, COMPLAINTS OR QUESTIONS

If you believe your privacy rights have been vi-
olated, you may file a complaint with us or with
the Secretary of the Department of Health and
Human Services. To file a complaint with PHC,
you may contact the Privacy Contact at 515-248-
1445, call our compliance hot line at 515-248-
1451, or write to the Privacy Contact, Primary
Health Care Administration, 1200 University
Ave., Suite 200, Des Moines, IA 50314. All com-
plaints must be submitted in writing. You will not
be penalized for filing a complaint.

With regard to any other written notification re-
quired under this Notice, forms are available at
your PHC clinic, and may be sent to the Privacy
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Contact at the above address.

OTHER USES AND DISCLOSURES OF
PROTECTED HEALTH INFORMATION

We are required to obtain a written authorization
from your for most uses and disclosures of psy-
chotherapy notes, uses and disclosures of pro-
tected health information for marketing purposes
and disclosures that constitute a sale of protect-
ed health information. Except as described in
this Notice, PHC will not use or disclosure your
protected health in—-formation, without a specific
written authorization from you. If you provide us
with this written authorization to use or disclose
medication information about you, you may re-
voke that authorization, in writing, at any time. If
you revoke your authorization, we will no longer
use or disclose medical information about you
for the reasons covered by your written authori-
zation, expect to the extent we have already re-
lied on your authorization. We are unable to take
back any disclosures we have already made with
your permission, and we are required to retain
our records of the care we provided to you.
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