
   

 

Jan 19, 2026 

Dear Patient, 

We are writing to inform you of a recent incident involving your protected health information (PHI), in accordance with 
the HIPAA Breach Notification Rule (45 CFR §§ 164.400-414). Protecting your personal information is a top priority, and 
we want to ensure you are fully informed about what occurred, the steps we are taking, and the support available to 
you. 

What Happened 

On October 2, 2025, TriZetto Provider Solutions (“TPS”) a Business Associate of our organization became aware of 
suspicious activity within a web portal that some of TPS’s healthcare provider customers use to access our systems. 
Upon discovering the incident, TPS quickly launched an investigation and took steps to mitigate the issue. TPS also 
engaged external cybersecurity experts and notified law enforcement. 

TPS determined that, beginning in November 2024, an unauthorized actor began accessing some records related to 
insurance eligibility verification transactions that healthcare providers process to assess insurance coverage for 
treatment services they provide to patients. A thorough review of the affected data was conducted to identify what 
information was involved and the individuals to whom the data related. TPS notified affected providers beginning on 
December 9, 2025. 

What Information Was Involved 

The information accessed varied by individual and may have included: 

• Name 
• Address 
• Date of birth 
• Social Security number 
• Health insurance member number (including Medicare beneficiary identifiers) 
• Health insurer name 
• Provider name 
• Primary insured or dependent information 
• Other demographic, health, and health insurance information 

No payment card, bank account, or other financial information was involved. 

What We Are Doing 

After becoming aware of the incident, TPS immediately took additional protective measures to safeguard its systems 
and worked with leading cybersecurity experts to conduct a comprehensive investigation of the incident. TPS notified 
law enforcement and is cooperating with their investigation. TPS has eliminated the threat to the environment. To help 
prevent similar incidents from happening in the future, TPS implemented and is continuing to implement additional 
security protocols designed to enhance the security of its services. 

We want you to feel confident that your data is secure. To help protect your identity, TPS are offering you Single Bureau 
Credit Monitoring, Single Bureau Credit Report, and Single Bureau Credit Score services at no charge. These services 



provide you with alerts for <<ServiceTerminMonths>> months from the date of enrollment when changes occur to your 
credit file. Alerts will be sent to you the same day that the change or update takes place with the bureau. Finally, TPS are 
providing you with proactive fraud assistance to help with any questions that you might have or in the event that you 
become a victim of fraud. These services will be provided by Kroll, a company specializing in fraud assistance and 
remediation services, and will be available starting on February 9, 2026, to allow time for the uploading of all affected 
patient information. 

To enroll in Kroll credit monitoring services at no charge, please log on to enroll.krollmonitoring.com and follow the 
instructions provided. When prompted please provide the following unique code to receive services: <<MemberID>>. 
For more information about Kroll and your Identity Monitoring Services, you can visit info.krollmonitoring.com. 

In order for you to receive the monitoring services described above, you must enroll by [Enrollment Date]. The 
enrollment requires an internet connection and email account and may not be available to minors under the age of 18. 
Please note that when signing up for monitoring services, you may be asked to verify personal information for your own 
protection to confirm your identity. 

What You Can Do 

Although we have no evidence that any of your information has been subject to identity theft or fraud, you should 
always remain alert by regularly reviewing your account statements and monitoring free credit reports and immediately 
reporting to your banks and other financial institutions any suspicious activity involving your accounts. The enclosed 
“General Information about Identity Theft Protection” Attachment B provides further information about ways to do 
this. We also encourage you to enroll in the identity monitoring services that we have offered to you. 

Notification to Media and Consumer Reporting Agencies 

Notification to prominent media outlets and consumer reporting agencies is being provided on a general basis, without 
reference to any specific healthcare provider customer. 

For More Information 

If you have questions or need further information, please contact: 
Stephany Balow, Chief Administrative Officer, (515) 248-1445, sbalow@phcinc.net 

We sincerely regret any inconvenience or concern this incident may cause. Protecting your information is of utmost 
importance, and we are committed to maintaining the privacy and security of your health information. 

Sincerely, 
Stephany Balow 
Chief Administrative Officer 
Primary Health Care, Inc. 
  



GENERAL INFORMATION ABOUT IDENTITY THEFT PROTECTION 

 
You should remain vigilant for incidents of fraud and identity theft by reviewing credit card account statements and monitoring your 
credit report for unauthorized activity. 

 
Credit Reports. Under federal law, you are entitled to one free copy of your credit report every 12 months from each of the three 
nationwide credit reporting agencies. You may obtain a free copy of your credit report by going to www.AnnualCreditReport.com 
or by calling 1-877-322-8228. You also may complete the Annual Credit Report Request Form available at 
https://www.annualcreditreport.com/manualRequestForm.action, and mail it to Annual Credit Report Request Service, P.O. Box 
105281, Atlanta, GA 30348-5281. You may contact the nationwide credit reporting agencies at: 

 
Equifax Experian TransUnion 

P.O. Box 105788 
Atlanta, GA 30348 
www.equifax.com 
1-800-525-6285 

P.O. Box 9554 
Allen, TX 75013 

www.experian.com 
1-888-397-3742 

P.O. Box 2000 
Chester, PA 19016 

www.transunion.com 
1-800-680-7289 

 
Fraud Alert. You may place a fraud alert in your file by calling one of the three nationwide credit reporting agencies above. A fraud 
alert tells creditors to follow certain procedures, including contacting you before they open any new accounts or change your existing 
accounts. For that reason, placing a fraud alert can protect you but also may delay you when you seek to obtain credit. 

 
Place a Security Freeze on your Credit Report. You also have the right to place a security freeze on your credit report by contacting any of 
the credit bureaus listed above. A security freeze is intended to prevent credit, loans and services from being approved in your name 
without your consent. To place a security freeze on your credit report, you may be able to use an online process, an automated 
telephone line or a written request. The following information must be included when requesting a security freeze (note that if 
you are requesting a credit report for your spouse, this information must be provided for him/her as well): (1) full name, with middle 
initial and any suffixes; (2) Social Security number; (3) date of birth; (4) current address and any previous addresses for the past 
five years; and (5) any applicable incident report or complaint with a law enforcement agency or the Registry of Motor Vehicles. The 
request must also include a copy of a government-issued identification card and a copy of a recent utility bill or bank or insurance 
statement. You can place a security freeze and lift a security freeze on your credit report free of charge. 

 
You may contact the Federal Trade Commission (FTC) and State Attorneys General Offices. If you believe you are the victim of identity 
theft or have reason to believe your personal information has been misused, you should contact the FTC and/or your state’s attorney 
general office about for information on how to prevent or avoid identity theft. You can contact the FTC at: Federal Trade Commission, 
Consumer Response Center, 600 Pennsylvania Avenue, NW, Washington, DC 20508, www.ftc.gov, 1-877-IDTHEFT (438-4338). 

 
If you are a District of Columbia resident, you may contact and obtain information from your attorney general at: Office of the Attorney 
General for the District of Columbia, 441 4th Street, NW, Washington, DC 20001, 1-202-727-3400, www.oag.dc.gov. 

http://www.annualcreditreport.com/
https://www.annualcreditreport.com/manualRequestForm.action
http://www.equifax.com/
http://www.experian.com/
http://www.transunion.com/
http://www.ftc.gov/
http://www.oag.dc.gov/


If you are an Iowa resident, state law advises you to report any suspected identity theft to law enforcement 
or to the Iowa Attorney General, Consumer Protection Division, 1305 E. Walnut St., Des Moines, IA 50319, 1-
888-777-4590. 

If you are a Maryland resident, you can contact the Maryland Office of the Attorney General, Consumer 
Protection Division at: 200 St. Paul Place, Baltimore, MD 21202, www.marylandattorneygeneral.gov, 1-888- 

743-0023. 

 
If you are a Massachusetts resident, under Massachusetts law, you have the right to obtain any police report filed 
in regard to this incident. You also have the right to request a security freeze, as described above. You may contact 
and obtain information from your state attorney general at: Office of the Massachusetts Attorney General, 
One Ashburton Place, Boston, MA 02108, 1-617-727-8400, www.mass.gov/contact-the-attorney-generals-
office. 

 
If you are a New Mexico resident, you have certain rights pursuant to the federal Fair Credit Reporting Act 
(FCRA). For more information about the FCRA, please visit www.ftc.gov/legal-library/browse/statutes/fair-
credit-reporting-act or www.ftc.gov. 

 
If you are a New York resident, you can contact the New York Office of the Attorney General at www.ag.ny.gov, 1-
800-771-7755; the New York Department of State, www.dos.ny.gov, 1-800-697-1220; and the New York 
Division of State Police, www.ny.gov/agencies/division-state-police, 1-914-834-9111. 

 
If you are a North Carolina resident, you can contact the North Carolina Office of the Attorney General, 
Consumer Protection Division at: 9001 Mail Service Center, Raleigh, NC 27699-9001, https://ncdoj.gov, 1-877-
566-7226. 

 
If you are an Oregon resident, state law advises you to report any suspected identity theft to law enforcement or 
to the FTC. 

 
If you are a Rhode Island resident, you have the right to obtain a police report. You also have the right to 
request a security freeze, as described above. You can also contact the Office of the Attorney General at: 
Rhode Island Office of the Attorney General, 150 South Main Street, Providence, RI 02903, 
http://www.riag.ri.gov, 1-401-274-4400 or file a police report by contacting 1-401-444-1000. 

 
If you are a West Virginia resident, you have the right to ask that nationwide consumer reporting agencies 
place “fraud alerts” in your file to let potential creditors and others know that you may be a victim of identity 
theft, as described above. You also have a right to place a security freeze on your credit report, as described 
above. 
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